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to remedy that, but depends on a system, such as AutoPodhese updates is that some of them require machine reboots;
to provide the decoupling infrastructure that's needed. In the case of Debian GNUY/Linux this is limited to kernel
To support the AutoPod abstraction design of secure andupgrades. We provide a simple service that monitors these
isolated namespaces on commodity operating systems, weaecurity repositories. The autonomic service simply down-
employ a virtualization architecture that operates betweenloads all security updates, and by using the pod’s check-
applications and the operating system, without requiring point/restart mechanism enables the security updates that
any changes to applications or the operating system ker-need reboots to take effect without disrupting running ap-
nel. This virtualization layer is used to translate between plications and causing them to lose state.
the AutoPod namespaces and the underlying host operat- Commodity systems also provide information about
ing system namespace. It protects the host operating systhe current state of the system. Subsystems, such as a
tem from dangerous privileged operations that might be per-hard disk’s Self-Monitoring Analysis Reporting Technol-
formed by processes within the AutoPod, as well as protect-ogy (SMART), let an autonomic service monitor the sys-
ing those processes from processes outside of the AutoPotiem’s hardware state. Similarly, the kernel on the machine

on the host. monitors the state of the system, and if irregular conditions
The key pod virtualization mechanisms used are a sys-occur, such as DMA timeout or needing to reset the IDE
tem call interposition mechanism and tbleroot  utility bus, will log this occurrence. Our autonomic service simply

with file system stacking to provide each pod with its own monitors the kernel logs to discover these irregular condi-
file system namespace that can be separate from the regulaions. When the hardware monitoring systems or the ker-
host file system. Pod virtualization support for migration is nel logs provide information about possible pending system
based on Zap [2]. Pod virtualization is very light weight, failures, the autonomic service simply checkpoint the pods
imposing on average less than 10% performance hit on mi-running on the system. It then migrates the pod to a new
crobenchmarks, while imposing less than 2% overhead forsystem to be restarted on, ensuring that no state is lost.
real application scenarios such as outlined by TPC-W.

To support migration across different kernels, AutoPod 4 Conclusions
use a checkpoint-restart mechanism that employs an in-

termediate format to represent the state that needs to be The AutoPod system provides an operating system vir-

saved on checkpom.t. on checkp0|_nt., the |qtermed|ate for tualization layer that decouples process execution from the
mat representation is saved and digitally signed to enable . . . L
. X . . underlying operating system, by running the process within
the restart process to verify the integrity of the image. Al- . ; .
. o a Pod. AutoPod can transparently migrate isolated appli-
though the internal state that the kernel maintains on be- __.. . : : .
cations across machines running different operating system

half qf processes can be different across different ker.nels’kernel versions. This enables security patches to be applied
the high-level properties of the process are much less likely

t0 change. We capture the state of a brocess in terms o 0 operating systems in a timely manner with minimal im-
: ge. piur . proc . act on the availability of application services. We have
higher-level semantic information specified in the interme-

diate format rather than kernel specific data in native format wpplegnenteﬁ AutoPod on Linux without requiring any ap-
to keep the format portable across different kernels. Auto- plications changes.

Pod is able to checkpoint and restart real applications much
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